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Abstract—Internet of thing (IoT) is not only a promising 

research topic but also a blooming industrial trend. Although the 

basic idea is to bring things or objects into the Internet, there are 

various approaches because an IoT system is highly application 

oriented. This paper presents a wireless sensor network (WSN) 

based IoT platform for wide area and heterogeneous sensing 

applications. The platform, consisting of one or multiple WSNs, 

gateways, a web server, and a database, provides a reliable 

connection between sensors at fields and the database on the 

Internet. The WSN is built based on the IEEE 802.15.4e time 

slotted channel hopping (TSCH) protocol because it has the 

benefits such as multi-hop transmission, collision-free 

transmission, and high energy efficiency. In addition to the design 

of a customized hardware for range extension, a new 

synchronization scheme and a burst transmission feature are also 

presented to boost the network capacity and reduce the energy 

waste. As a result, the proposed platform can fulfill the high 

throughput requirement for high-rate applications and the 

requirement of long battery life for low-rate applications at the 

same time. We have developed a testbed in our campus to validate 

the proposed system. 

 
Index Terms—wireless sensor networks, time slotted channel 

hopping (TSCH), Internet of Thing 

 

I. INTRODUCTION 

oday, Internet is migrating from connecting people to 

connecting things, leading to the new concept of Internet of 

thing (IoT). This new trend brings things or objects into the 

Internet and generates new applications and business. It is 

predicted that 212 billion devices will be installed by 2020. 

These things, ranging from indoor wearable devices to outdoor 

environmental sensors, become new sources generating data on 

Internet, together making the entities on Internet more aware of 

the real world. This brings new applications or revolutions in 

many fields such as transportation, healthcare, 

home/industrial/agriculture automation, disaster 
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detection/prevention, and so on, to significantly improve the 

quality of our lives. In order to realize potential markets or 

applications, researchers, standardization bodies, and industry 

all are involved in developing emerging technologies. 

In the literature [1-15], one can find diverse standards, 

protocols, and system architectures based on approaches from 

different perspectives. The diversity of IoT applications make it 

very difficult to have a unified methodology to fit because the 

user demands and technologies are also changed with time. In 

general, an IoT system can be divided into two parts: data 

delivering and data manipulation. Data delivering means the 

connection between interesting things and the data server 

located on the Internet, by which the things can communicate 

with other entities, and vice versa. Data manipulation means the 

process of data generated by these Things in an individual or 

aggregate way for further analysis or conducting particular 

tasks. For the perspective of end users, a customized IoT 

system integrating objects from various vendors or platforms 

should be a favored way to develop one’s own application. As a 

result, this paper proposes the concept of user-centric software 

defined IoT (UC-SDIoT) as illustrated in Fig. 1. The real world 

sensors may be deployed by different vendors. With the pseudo 

objects (in the logical world) on the Internet act as the agents 

for these sensors, each end user can create a specific IoT system 

by a customized program interacting with the pseudo objects 

which could be realized by agent-based middleware approaches 

[12-14]. 

For ease of implementation, we decouple the whole system 

into two independent subsystems. One is for data delivering, 

while the other is for data manipulation. The intelligence of 

objects is implemented in those pseudo objects instead of 

resource-constrained objects. This paper presents our current 
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Fig. 1.  The concept of UC-SDIoT to simplify the interaction between things 

and end users. 
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work on the data delivering part. The most challenge task in 

creating Internet connectivity for such devices is that these 

devices don’t have enough resource to handle the complex 

Internet protocol. As a result, the gateway-based approach 

[8-10] is often adopted by employing a gateway as a bridge 

between the Internet and a private sensor network formed by 

several objects running a particular network technology. There 

are two types of implementation for the gateway. In the first 

type, the gateway acts as a translator which converts the 

complex Internet protocol into a lite version such as IPv6 over 

Low Power WPAN (6LoWPAN) [16], Constrained Restful 

Environments (CORE) [17], and Constrained Application 

Protocol (CoAP) [18], and so on. The major advantage of this 

approach is that it is possible to access the sensor nodes directly 

from the Internet, but the protocol overhead could be an issue 

causing capacity degradation in the sensor network. In the 

second type, the gateway aggregates the data from all sensor 

nodes and redirects them to a server, and the sensor networks 

operate independently of the Internet. In reality, a sensor 

network is typically deployed by an organization for a 

particular application. A private sensor network will be 

preferred for easy management. Considering the feature 

unexpected demand, we believe that the UC-SDIoT 

architecture is a good solution because end users just need to 

communicate with one server for all sensors from diverse 

vendors instead of interfacing with multiple gateways. As a 

result, this paper focuses on the second approach.  

In this paper, we design a general purpose wireless sensor 

network (WSN) based on the IEEE 802.15.4e time slotted 

channel hopping (TSCH) [19] protocol with 

resource-constrained devices for heterogeneous applications. 

TSCH relies on a globally-synchronized clock which is 

maintained by periodical synchronization, but the timing error 

between two nodes increases with time between two 

synchronization time instances. To improve the performance of 

time synchronization, we propose a new scheme to compensate 

the clock drift for every timeslot. In addition, we also integrate 

the burst transmission mechanism to boost the network 

capacity. With well-designed schedules, the proposed system 

can simultaneously support different applications. This paper is 

organized as follows. Section II presents the system 

requirements and proposed system architecture. An 

introduction is also given for the TSCH protocol used for 

constructing the wireless sensor network. Section III describes 

the hardware design of sensor node, the proposed 

enhancements for TSCH, the software design for WSN, and the 

way to deliver sensed data. Section IV presents the feature 

validation and experimental results. Finally, a conclusion is 

provided in Section V.  

II. SYSTEM ARCHITECTURE AND WIRELESS SENSOR 

NETWORKS 

A. System Architecture 

One typical scenario for IoT applications is environmental 

sensing by deploying sensor nodes at locations to be monitored. 

For deployment convenience, a wireless interface is preferred 

for internet connectivity in the last mile of IoT. In this paper, we 

aim at developing a platform for the following three 

requirements.  

REQ1 – Cost effective: The number of nodes could be large. 

For example, WSN 2 in Fig. 2 is used to monitor the room 

temperature in a large building for the building energy 

management system. The temperature distribution will be more 

accurate as the density of sensor nodes increases. The cost of 

sensor nodes affects the deployment density. 

REQ2 – Large coverage: Although it is possible to extend the 

coverage of a WSN by multi-hop transmission, the price to pay 

is very high because the same packet is delivered multiple times, 

causing degradation of network throughput and decrease in 

battery life. It will be preferred if the transmission range can be 

extended to reduce the hop count.  

REQ3 – Support of heterogeneous applications: An IoT 

system is highly application dependent. Basically, we can 

classify the applications into two categories: high data rate and 

low data rate. The desired quality of service differs a lot. For 

high-rate applications, the network thought is the most 

important factor because it affects the number of acceptable 

nodes. For low-rate applications, on the other hand, the energy 

efficiency is critical because they may be powered by batteries 

only. The common requirement will be a reliable transmission 

from the sensor nodes to the database.  

Table I summarizes the available wireless technologies 

including 3G/4G, WiFi, LoRa1, Zigbee or IEEE 802.15.4[20], 

and TSCH. The selection of the wireless interface depends on 

many factors such as data rate, transmission range, cost, and so 

on. 3G/4G or WiFi can provide a direct access to the Internet 

 
1 LoRa® Alliance: www.lora-alliance.org 

TABLE I 

COMPARISON OF WIRELESS TECHNOLOGIES  

 4G WiFi LoRa Zigbee TSCH 

Range 10Km 300m 10Km 700m 700m 
Data rate high high low 250Kbps 250Kbps 

Cost high high low low low 
Power consumption high high low low low 

Medium Access S C C C T 
Network topology star star star tree tree 

S: scheduling, C: contention based, T: TDMA 
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Fig. 2. The architecture of the proposed IoT system. 
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with high throughput, but they also come with high cost. LoRa 

is a new technology for low power wide area network 

(LPWAN). It can cover a wide area with the drawback of low 

transmission rate and hence is suitable for low-rate applications 

only. Typically, WSN technologies are often considered as the 

candidate for connectivity between devices. Most existing 

WSN platforms are based on the Zigbee protocol stack with the 

IEEE 802.15.4 [20] MAC and PHY. The contention-based 

approach makes it very hard to provide quality of service (QoS) 

guarantee because of packet collisions. To build a common 

platform fulfilling the above three requirements, this paper 

selects the IEEE 802.15.4e TSCH protocol [19] which forms a 

wireless network in a time division multiple access (TDMA) 

fashion. A node only needs to wake up at pre-scheduled time 

slots. Because there are no collision and overhearing, we can 

achieve the maximum power saving without any energy waste. 

The details of TSCH will be provided in the following 

subsection. 

Fig. 2 illustrates the overall system diagram for data 

delivering. There are several sensor nodes forming a wireless 

sensor network. A sensor node typically consists of a 

processing unit, an RF interface, a power unit, and one or 

multiple sensors. In addition to sensing regular parameters such 

as voltage, temperature, light, or humidity by the ADC, each 

node is equipped with a 3-axis accelerometer to monitor ground 

movement. We also add an RF amplifier to increase the 

transmission range. All sensed data are forwarded to the 

gateway with dual radio interfaces: one is also a high power 

IEEE 802.15.4 transceiver for the WSN, and the other is an 

Ethernet interface for Internet connectivity. A gateway consists 

of two boards. One is a high power sensor module developed by 

our team, and the other is the Raspberry Pi. They are connected 

by a UART interface. After the gateway receives a certain 

amount of data, it uploads these data to a web server. After 

processing the incoming raw data, the web server periodically 

stores the interpreted data in a MySQL database. The user can 

access the web server from the Internet to retrieve current data 

or download the historical data from the database. As 

mentioned in Introduction, there are pseudo objects residing in 

the web server to act as the agents of real sensors, but the 

implementation of these objects and relative APIs is beyond the 

scope of this paper. 

B. Wireless Sensor Networks 

For different application scenarios, the IEEE 820.15.4e [19] 

standard defines three new protocols: low latency deterministic 

network (LLDN), deterministic and synchronous multi-channel 

extension (DSME), and TSCH. Among them, only TSCH is 

able to construct a mesh network by multi-hop transmission. 

Although the channel hopping feature can improve the 

transmission reliability and network capacity, it is beyond the 

objective of this paper and will not be covered.   

Basically, TSCH is a TDMA protocol by which all nodes 

need to get synchronized with the time stamp from the master, 

the coordinator. The timeline is divided into fixed-length 

timeslots as shown in Fig. 3(a). The detailed parameter 

definitions and default values can be found in [19]. In short, the 

transmitter should wait for a period equal to macTsTxOffset 

before transmission to ensure that the receiver is ready for 

receiving, and the receiver should wait another period equal to 

macTsRxOffset before enabling its RF interface for any 

incoming packet. The total duration of a timeslot is equal to 

10ms. It is worthy to point out that there is only one packet 

exchanged in a timeslot according to the standard. The network 

capacity may degrade significantly as the packet size decreases. 

Several timeslots form a cycle called the slotframe as shown in 

Fig. 3(b) which illustrates an example of 6 timeslots in a 

slotframe. The number of timeslots in a slotframe is fixed and 

denoted by Ns. Let ASN denote the absolute slot number which 

represents the total number of slots that elapsed since the 

network starts. In detail, ASN can be calculated by (n* Ns + i) 

for the ith timeslot at the nth slotframe. A timeslot could be 

allocated to a transmission pair or left empty. Each node has an 

individual schedule containing the task to be performed during 

each timeslot, but IEEE 802.15.4e [19] does not specify how to 

perform the link scheduling which is supposed to be done by 

upper layers. To deliver a sensed data constantly generated, all 

the schedules are pre-configured before deploying in this 

project.  

One of the major advantage of TSCH over the traditional 

CSMA/CA protocol is that protocol efficiency is improved 

significantly thanks to the TDMA operation. The CSMA/CA 

protocol adopted in IEEE 802.15.4 [20] is actually a simplified 

version by which a node just senses the channel before 

transmission instead of continuous carrier sensing. Without the 

full knowledge of channel activities, the failure transmission 

rate is high, causing retransmission and large delay variations. 

We have a thorough discussion about it in [21]. On the other 

 
Fig. 4. The hardware block diagram. 
  

 
(a) Timeslot structure [14] 

 
(b) An example for a slotframe consisting of 6 timeslots 

Fig. 3. Illustrations of timeslot and slotframe in IEEE 802.15.4e. 
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hand, because the transmission pair knows the exact time to 

perform the transmission when employing TSCH, there is no 

packet collision and overhearing. In addition, each node can 

immediately enter the sleep mode after finishing its job to 

achieve the maximum power saving. 

III. DESIGN DETAILS AND PRACTICAL CONSIDERATIONS 

A. Hardware design of sensor nodes 

Fig. 4 depicts the hardware block diagram of the sensor 

module, which consists of four major chips: the 3-axis 

accelerometer MMA8451, RF SoC CC2530, analog front end 

RFX2401C, and power converter TPS62740. The hardware 

design was detailed in [22]. 

For further data processing, the sampling rate of 3-axis 

accelerometer MMA8451 should not be too slow. We need to 

consider the first in first out (FIFO) buffer depth of MMA8451 

in the schedule design. There are two constraints to be 

considered: (1) FIFO depth of MMA8451 and (2) the network 

capacity. Let R and T respectively denote the sampling rate of 

MMA8451 and the time interval two adjacent data acquisition 

events. The FIFO depth of MMA8451 is 32 and we have the 

first constraint 

32
.T

R
                     (1) 

To have 14-bits resolution, we need 2 bytes per axis per 

sample. Assuming that the FIFO is full, there are 2*3*32=192 

bytes to be delivered. Because the packet FIFO in CC2530 is 

128 bytes and the packet header occupies several bytes, we 

need two packets to deliver those sensed data of 192 bytes, 

resulting in two timeslots are required per nodes. Let N be the 

number of sensor nodes deployed and consider the star 

topology where all nodes are connected to the gateway directly. 

We have the second constraint 

 (2* 1)*0.01 ,T N s               (2) 

where there is a timeslot reserved for timing synchronization 

which will be discussed soon. Combining the two constraints 

leads to 
32

(2* 1)*0.01N s
R
  . After rearranging items, the 

bound of N can be expressed as 

 
1600

0.5.N
R

                  (3) 

By substituting possible values of R in (3), we can have the 

maximum number of sensor nodes in the star topology to 

explore the limitation of TSCH in this application that it can 

only accommodate only one sensor if the sampling rate is 

800Hz. As the sampling rate decreases, the number of sensors 

can significantly increase. The target sampling rate in our 

project is 200Hz and the network can theoretically 

accommodate 7 nodes in a star topology. It is worthy to point 

out that this is for the best case without considering the 

transmission failure. When a packet is not successfully 

delivered, it should be dropped because there is no spare 

capacity for retransmission. Another issue occurs in a 

multi-hop network where a router needs to relay packets from 

its neighbors. In summary, the protocol efficiency of TSCH 

should be improved to mitigate the abovementioned issue. We 

will propose a solution in the following subsection.  

The speed of the I2C interface can run up to 400Khz. With 

the overhead of I2C protocol, it takes about 5ms to read the 192 

bytes out of the FIFO of MMA8451. As a result, there will be a 

timeslot allocated for this operation as discussed in Section 

III(B).4. 

B. Software design of sensor nodes  

This subsection presents the software design including an 

enhanced version of timing synchronization scheme and the 

proposed burst transmission mechanism to improve the 

network capacity. In addition, how the schedule is constructed 

is also discussed. 

1) Time synchronization  

The success of TSCH protocol relies on the time 

synchronization among nodes because it operates in the TDMA 

manner by which each node needs to wake up at the designated 

timeslots and start its transmission or receiving after a 

predefined time interval. There are two kinds of mechanisms 

defined in the IEEE802.15.4e [19] standard, that is, 

Acknowledgment-based and Frame-based. Basically, the 

coordinator acts as the master to propagate its time stamps from 

hop to hop. 

The Acknowledgment-based scheme is carried out by the 

exchange of data and acknowledge packets. The receiver 

calculates the timing difference between the expected time of a 

data packet and its actual arrival time and then sends the timing 

difference back to the transmitter in the subsequent 

acknowledgment packet. Assuming that the transmission pair is 

perfectly synchronized, the receiver is supposed to receive the 

start symbol of a data frame (macTsRxOffset+macTsRxWait/2) 

later after it wakes up. Let timestamp be the actual time of 

receiving the start symbol. Then the timing difference equal to 

(macTsRxOffset+macTsRxWait/2)-timestamp will be stored in 

the IE field of an enhanced acknowledgment packet. However, 

this method, mixing the data transmission with the control plan 

task, not only makes the software architecture complex but also 

loses one great feature of IEEE 802.15.4 chips. In IEEE 

802.15.4 [20], the minimum time to respond an ACK frame is 

192us. To achieve this, most commercial IEEE 802.15.4 chips 

have the functionality called automatic ACK to automatically 

reply an ACK frame by hardware if the incoming data packet 

can pass a pre-configured filtering condition. If the 

Acknowledgment-based scheme is employed, the CPU needs 

to encapsulate the enhanced acknowledgment packet and push 

it to the FIFO of the RF chip. It will consume time much larger 

than 192us.  

On the other hand, the Frame-based scheme is relatively 

simple. The time synchronization packets are sent periodically 

by the coordinator or a parent node. Similar to the first method, 

every node receiving these packets calculates the timing 

difference and adjusts its local clock accordingly. One major 

advantage of this approach is that many child nodes can be 

synchronized simultaneously. One of the primary objectives of 

this paper is to provide a reliable transport platform with high 

capacity. The feature of automatic ACK is indispensable to 
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reduce the protocol overhead and will be addressed in the 

following subsection. To accommodate this feature and also to 

simplify the software architecture, this paper adopts the 

Frame-based method for time synchronization. The first 

timeslot in every slotframe is reserved for the synchronization 

task. Next, we determine the period, denoted by Tp in terms of 

slotframes, to perform the synchronization task.  

Typically, the clock of a sensor node is maintained by a 

real-time clock running at 32.768Khz. To deal with the 

tolerance of +/‐20ppm in commercial chips, we consider the 

worst case that two nodes running at 32768.65536hz and 

32767.34464hz, respectively. Because the maximum allowable 

timing difference is equal to macTsRxWait/2=1100us, we set 

the synchronization period to about 20 seconds. By this 

configuration, the worst timing difference after running 20 

seconds will be about 800us, which means that we have about 

300us timing margin. 

No matter which of the above two synchronization schemes 

is employed, there is a fundamental issue that the timing 

difference increases with time because the two schemes 

consider only the timeslot of synchronization task. Although 

the two nodes can be well aligned at the next timeslot by 

compensating the calculated timing difference, there is no such 

adjustment applied in the subsequent timeslots until the next 

synchronization event. The two nodes operate independently 

according to their individual local clocks, causing the timing 

difference increases with time. To mitigate this issue, this paper 

proposes an enhanced version of Frame-based (abbreviated as 

EFB) synchronization scheme. Assuming that the crystal in the 

coordinator runs perfectly at 32768Hz, the basic time unit, 

called a tick, is equal to 30.517578125us. Let nt be the number 

of ticks to form a 10ms timeslot for a node. For the coordinator, 

its nt is assumed to be 327 ticks. The operation of EFB is 

described as followings. After a child node receives two 

successive synchronization packets from its parent, it measures 

the time difference between the arrivals of the two packets, 

which is denoted as td in terms of ticks. Then the receiver will 

update its nt by 

.
*

d
t

p s

t
n

T N
                  (4) 

There is a decimal part in nt. In programming, nt will be 

rounded as an integer and the rounding error will be considered 

in the next timeslot.  

2) Burst transmission  

According to the timeslot diagram in Fig. 3, there is only one 

packet delivered per timeslot. In a star topology where each 

sensor node has a dedicated timeslot for transmission of long 

packets with 128 bytes, it looks fine because the maximum 

throughput goes up to 128 bytes/10ms = 102.4Kbps. However, 

in a mesh network with routers for relaying traffic, the protocol 

efficiency is not satisfied because there are multiple packets 

from a router. When a node needs to deliver n packets in a 

slotframe, it also needs n timeslots according to the standard. 

After sending a packet, it just goes to sleep and waits for the 

incoming timeslot for transmission. The sleeping period in the 

current timeslot and the time required for synchronization 

(macTsTxOffset) in the incoming one become the cause of low 

efficiency especially for the scenarios with small packets. To 

reduce the protocol overhead, this paper adds the burst 

transmission functionality to TSCH. The basic idea of burst 

transmission feature is to allocate multiple adjacent timeslots to 

a transmission pair if multiple packets will be delivered. Once 

the transmission pair successfully sets up the connection in the 

first timeslot, they transmit multiple packets sequentially 

instead of only one packet. Without the need of waiting for 

subsequent timeslots, the overhead can be reduced 

significantly. 

There is a practical issue to be overcome. After a burst 

transmission starts, the transmitter knows when to stop for the 

following two cases: (1) there is no packet in queue, or (2) there 

is no enough time for a new transmission. The typical timing 

diagram of burst transmission with error-free transmission is 

illustrated in Fig. 5 where T1, T2, and T3 represent the time 

durations for particular operations. T1 and T2 are the times 

required to transmit a data packet with length L bytes and an 

ACK frame of 4 bytes, respectively. Before transmission, the 

RF hardware needs about 422 s for processing and calibration. 

As a result, T1 and T2 are equal to (422+L*8/0.25) s and 550 s, 

respectively. T3, the CPU time for tasks such as packet 

processing and FIFO filling, is equal to (445+1.32*L) us 

according to the actual measurement. It is easy to derive the 

number of allowable packets in a burst, denoted by Nmax in (5), 

given the number of timeslots denoted by B.  

3

max

1 2 3

*10000 2120
= .

B T
N

T T T

  
   

          (5) 

Table II shows Nmax versus B. We can see that the network 

throughput increases by at least 50% with the burst 

transmission feature when L=128 bytes. For the cases of 

smaller packets, the gain will be much more significant because 

a transmission occupies 10ms in TSCH no matter the packet is 

large or small. Take the case of L=50 bytes for example. The 

throughput can be tripled for B>2.  

It is more complicated at the receiver side because it has no 

knowledge how many packets the transmitter has for the burst 

TABLE II 

PERFORMANCE OF BURST TRANSMISSION. 

L=128 L=50 L=20 

No burst transmission 

throughput=102.4kbps 

No burst transmission 

throughput=40kbps 

No burst transmission 

throughput=16kbps 

B  Nmax  Throughput B  Nmax    Throughput B  Nmax  Throughput 

1 1 102400 1 2 80000 1 4 64000 

2 3 153600 2 5 100000 2 8 64000 

3 5 170666 3 9 120000 3 13 69333 

4 6 153600 4 12 120000 4 18 72000 

5 8 163840 5 15 120000 5 23 73600 

6 10 170666 6 18 120000 6 28 74666 

7 12 175542 7 22 125714 7 32 73142 

8 13 166400 8 25 125000 8 37 74000 

9 15 170667 9 28 124444 9 42 74666 

10 17 174080 10 31 124000 10 47 75200 

 

 Fig. 5. The timing diagram of burst transmission. 
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transmission. To pass information to the receiver, we adopt the 

pending bit on the frame control field in the packet header to 

notify the receiver whether there are pending packets or not. It 

works fine under the perfect transmission circumstance. The 

receiver just enters the sleep mode if the timeout event of 

macTsRxWait for the case when the transmitter has no packet 

at all or when the transmitter has no more packets as indicated 

in the pending bit of a received packet. Because the nodes 

operate in the popular 2.4Ghz ISM band which could be used 

by many kinds of equipment, the packet transmission is not 

reliable in reality. When the receiver cannot successfully detect 

the data packet, the timeout event of waiting macTsRxWait 

triggers the receiver to sleep. However, the transmitter 

retransmits the same packet again and again until the end of 

allowable burst transmission period. To overcome this, we 

implement the carrier sensing functionality which is 

implemented based on reading the received signal strength 

indication (RSSI) register which contains the average received 

power of the past eight symbol periods for every 128 s. To 

mitigate the issue of random glitch in RSSI measurement, we 

apply the exponential moving average method to generate a 

more reliable result. Let rssi and rssi(t) be the estimated value 

and the current readout RSSI value, respectively. We have 

(1 )* * ( ),rssi rssi rssi t             (6) 

where  is the smoothing factor. If rssi is larger than a threshold, 

the channel is declared to be active. If the channel is idle for a 

period of macTsRxWait, the receiver can end the burst 

transmission. Otherwise, it should stay awake for any incoming 

packets. 

3) Overall software block diagram of sensor nodes  

At the development stage, the software or library 

supported by the chip vendor is still based on the conventional 

IEEE 802.15.4 CSMA/CA protocol which cannot be adopted as 

the lowest layer of TSCH. Consequently, we need to develop 

the TSCH software all by ourselves. Fig. 6 depicts the system 

overview including three major parts: (a) the hardware part, (b) 

the hardware dependent drivers, and (c) the hardware 

independent software. The proposed software architecture 

requires the following hardware modules on CC2530: the radio 

frequency (RF) module for packet delivery, the 32.768Khz 

sleep timer for constructing a TSCH timeslot, the 32Mhz MAC 

timer for general purpose counting of time, the UART interface 

for communicating with the Raspberry Pi, and the peripheral 

interface for sensing. The second part contains the hardware 

drivers such as the FIFO interface of RF module, the channel 

configuration and commands of RF module, the interfaces for 

configuring timers, and the interfaces of peripherals including 

ADC, I2C, and flash memory.  

The upper part is the major software including the TSCH 

protocol based on three interrupt service routines (ISRs). The 

sleep timer ISR is used to wake up a node at a particular time 

instance indicating the start of a timeslot. After a node wakes up, 

it can set up its next wake-up time according to its schedule. 

The MAC timer ISR is used to generate a specific time delay, 

for example, macTsRxOffset. The RF ISR is triggered by the 

following two events: (1) a packet is completely received by RF, 

and (2) the current transmission is completed. For the former 

event, the CPU needs to read the packet from FIFO and process 

it. As for the second event, the CPU carries out the 

corresponding task based on which type of packet being 

transmitted.  

A timeslot starts when the sleep timer ISR is triggered. The 

CPU performs the corresponding tasks according to the 

pre-configured schedule. For a sensing task, the sensed data 

from MMA8451 are encapsulated as packets which are 

enqueued for transmission. For packet transmission, a node 

needs to fetch a packet from the queue and then write it to the 

FIFO. The actual transmission will be issued macTsTxOffset 

later. The time delay of macTsTxOffset is accomplished by the 

MAC timer. For packet reception, the RF module is activated 

macTsRxOffset later. The timeout period of waiting for an 

incoming packet is also done by the MAC timer. The RF ISR 

notifies the CPU to read the incoming packet. If it is a data 

packet, it will be enqueued. If a synchronization packet is 

received, the CPU will adjust its nt according to (4). 

4) Schedule assignment  

Based on the real experiment setup as will be shown in 

Section IV, the network topology is shown in Fig. 7. There are 

6 nodes in total. Node 0 acts as the coordinator to broadcast the 

time stamps and also is a component of the gateway. Nodes 1 to 

4 are used to retrieve data from the 3-axis accelerometers at a 

sampling rate of 200Hz, but Node 5 only generates a low-rate 

traffic for temperature and voltage monitoring. The wireless 

links are expressed by dotted lines. Nodes 2 to 4 are unable to 

communication with Node 0 directly because there is a large 

Fig. 6. Software block diagram of sensor nodes. 
  

 
Fig. 7. The network topology and the schedules for all nodes. 
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building between them. Their traffic will be sent to Node 0 with 

the help of Node 1. Given the sampling rate of 200Hz and the 

FIFO depth of 32 samples, the time elapsed to fill the FIFO is 

160ms (sampling period 5ms *32). To have some tolerance, the 

slotframe length is set to 140ms or equivalent 14 timeslots 

(Ns=14). Because Nodes 1 to 4 generate 2 packets per slotframe, 

the number of total packets to be delivered in a slotframe will 

be 14 (8 generated packets plus 6 relaying packets). The 

standard TSCH is unable to accommodate this traffic with 13 

timeslots. 

Fig. 7 shows the complete schedules for all nodes. 

Timeslot 0 is used for timing synchronization. For every Tp 

slotframes, Node 0 will broadcast a synchronization packet for 

Nodes 1 and 5, and Node 1 will broadcast a synchronization 

packet at timeslot 0 in the subsequent slotframe for Nodes 2 to 4. 

Timeslot 1 is with multi-purpose. Nodes 1 to 4 acquires the data 

of 3-axis accelerometer and encapsulate them into two packets 

which are stored in the packet queue. For the low-rate nodes, 

they share timeslot 1 for every Td slotframe. Let Oi be the order 

for node i which is only active when the condition (ASN/Ns)% 

Td = Oi is held where % is the modulus operator. In our 

experiment, Td is equal to 4260 slotframes or equivalent to 

596.4 seconds (approximately 10 minutes), which means that 

the network can accommodate 4260 low-rate nodes at most. In 

practice, the number of low-rate nodes may be much smaller 

than 4260. The tradeoff between the sensing period Td and the 

battery life will be discussed at Section IV. For those timeslots 

not occupied by the low-rate nodes, they can be used to deliver 

the downlink traffic.  

For the remaining timeslots (2 to 13), they are used to 

deliver the packets for 3-axis accelerometer data. Timeslots 2 to 

7 are divided into three groups for burst transmission of Nodes 

2 to 4, each one occupies two timeslots to transmission two 

packets. According to Table II, a burst transmission with two 

timeslots can accommodate three largest packets. This means 

that the only 2/3 network capacity is used and the remaining 

capacity is reserved for retransmissions caused by wireless 

interference or channel variation. Timeslots 8 to 13 are 

currently reserved for the transmission of 8 packets in a burst 

from Node 1 to Node 0. We only use 80% capacity because 6 

timeslots can accommodate at most 10 packets with the largest 

packet size as indicated in Table II. We can see the advantage of 

burst transmission. The is a special task for Node 0 to deliver all 

received data to Raspberry Pi by the UART interface running at 

the baud rate of 230400bps. Under this configuration, the time 

consumed for delivering one packet is about 5.4ms. This task is 

performed during timeslots 2 to 7.    

In summary, the proposed platform can satisfy the 

requirements for both low-rate nodes and high-rate nodes at the 

same time by well-designed schedules. With a low duty cycle, 

low-rate nodes can operate with a very low average current as 

will be discussed at Section IV. Regarding high-rate nodes, the 

network capacity is high enough to guarantee a reliable 

transmission because a spare bandwidth is reserved. We can 

conclude that the requirement for support of heterogeneous 

applications can be met at the WSN part. In the following, we 

present how the data are delivered from the gateway to the 

database. 

C. Data delivery and processing  

The final object in this paper is to deliver all sensed data to 

the database on the Internet. The overall architecture is 

illustrated in Fig. 8 with a web server to act as the processing 

unit and interface with other entities. For fulfilling diverse 

requirements of different IoT applications, the sensor nodes in 

WSN just send the raw data to the gateway without performing 

any translation or interpreting. Another reason why the gateway 

does not directly communicate with the database is that the 

database may not locate at the public network i.e., with a public 

address. The data from the WSN are delivered through the 

UART interface at the gateway. After delimiter processing, the 

data from different sensor nodes are identified and then either 

buffered or forwarded to the registration subroutine according 

to the data type. The communication between gateway and web 

server follows the positive acknowledgment-based mechanism, 

that is, the web server sends acknowledgment messages back to 

the gateway after receiving any requests. If the gateway has a 

timeout event because of not receiving the acknowledgment in 

time, it will retransmit the request for reliable communication. 

All the messages are formatted in a common representation in 

JSON [23]. In the followings, we discuss the three major 

requests including “gateway registration”, “sensor registration”, 

and “data uploading”. 

After a gateway is powered, it sends the “gateway 

registration” request to the web server, which contains the 

gateway name and its location. The web server scans the 

database to check if that gateway has been registered or not. If it 

is a new one, the web server will assign a new and unique ID 

which is carried by the acknowledgment message back to the 

new gateway. At the same time, the web server will also create 

a new corresponding table in the database. The ID can be used 

to identify a unique gateway on the Internet. In case that the 

gateway sends a duplicate gateway registration request because 

of missing the acknowledgment message, the web server just 

return the ID corresponding to that gateway back. 

After a sensor node is synchronized with its parent, it sends a 

control packet containing the sensor information to the gateway. 

Upon receiving this packet, the gateway generates a “sensor 

registration” request to the web server, which contains the 

 
Fig. 8. The architecture for uploading sensed data. 
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sensor node’s WSN address, the gateway ID, the number of 

sensors, and the types of all attached sensors. Similar to the 

operation of “gateway registration”, the web server needs to 

check if the sensor has been registered or not. For a new sensor, 

the web server will assign a unique sensor ID which is carried 

by the acknowledgment message back to the gateway. The 

gateway maintains a local table storing the mapping between 

sensor nodes’ address and ID. At the web server side, it creates 

a new table for the new sensor at the database. The centralized 

management of sensor ID by the web server allows any user to 

uniquely identify all sensors even from different gateways or 

platforms. 

The time required for message exchange on the Internet 

actually takes a random time depending on the loading of 

network and server. Only after receiving a positive 

acknowledgment, we can discard the uploading data (dequeue) 

and process the following data. It is inefficient if we 

individually deliver a set of data from a sensor node upon 

receiving it from the UART interface. As a result, there is a 

two-stages buffering in Fig. 8.  

The data from the WSN are all buffered in a queue at 

Raspberry Pi. There is another thread checking the queue size. 

If the queue size is larger than a threshold, a “data uploading” 

request is created with data encoded in JSON and sent to the 

web server. The web server stores the uploaded data as a 

temporary file and immediately replies an acknowledgment to 

the gateway to shorten the delay of message exchange. It should 

be pointed out that sensor nodes only send raw data. The web 

server interprets the raw data to a specific format according to 

the configuration stored in the database. There is another 

process in the web server to access the database. For every 10 

seconds, this process will check the folder containing the 

temporary files and encapsulate these files as SQL messages for 

uploading to the database. 

IV. EXPERIMENT RESULTS 

The experiment results are divided into two parts. Part A 

presents the validation and evaluation of the features proposed 

in this paper, and Part B discusses the field test results. 

A. Feature validation  

First, we evaluated the performance of time synchronization 

functionality. FB and EFB schemes were both implemented for 

comparison with the synchronization period Tp equal to 142 

slotframes (equivalent to 19.88 seconds). The timing error was 

measured at the beginning of the timeslot corresponding to the 

desired synchronization event. The two nodes involved in 

synchronization both generate a rising edge in a particular I/O 

pin at the beginning of that timeslot. Then, the timing 

differences, measured by a digital oscilloscope triggered by one 

rising edge, were logged and plotted in Fig. 9 for two different 

node combinations. The upper plot is the result for two modules 

with about 5ppm clock drift, while the bottom one is for the 

case about 40ppm drift. Because the EFB scheme operates 

based on the time consumed between two adjacent 

synchronization packets, it became effective after the second 

synchronization event. We can see that the EFB scheme can 

successfully keep the timing different very small no matter how 

 

 
Fig. 9. Measured timing difference for two different combinations. (upper for 

5ppm drift and bottom for 40ppm drift) 
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(a) Retransmission case 

 
(b) A complete slotframe for node 1 

Fig. 10. Snapshots to validate the burst transmission feature. 
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large the hardware clock drift is. The major source of timing 

jitter comes from that the RF hardware needs to perform 

calibration before transmission, which consumes a random 

time according to our measurement. Because EFB can keep the 

timing error small enough all the time, the synchronization 

period Tp can be much longer than the current value to reduce 

the energy wasted in broadcasting synchronization packets. On 

the other hand, the timing error of FB increased with time and 

reached the maximum at the instance of measurement. The 

timing difference depends on the clock drift between the 

transmission pair. To handle the worst case, the 

synchronization period Tp cannot be shortened for the FB 

scheme because the timing error is over 800s at the right plot. 

We also plotted the timing difference without synchronization 

in Fig. 9 showing that the timing error increased linearly with 

time. For the case of 40ppm clock drift, the TSCH was unable 

to operate after the second synchronization event 

(approximately 40 seconds later) because the timing difference 

is over 1000us. 

 Burst transmission is another important feature proposed in 

this paper. Fig. 10 (a) shows the snapshot for the case with 

retransmission. After waiting macTsRxOffset, the receiver 

started sensing the channel. The transmitter transmitted the first 

packet after waiting macTsTxOffset. When the packet was 

completely received, the receiver stopped sensing and replied 

an ACK frame. Because there were packets for transmission 

(pending bit=1), the receiver started sensing again. The second 

packet cannot be received correctly, causing a retransmission at 

the transmitter. After the receiver processed the second packet, 

it went to sleep because pending bit=0. We can notice that the 

time period between the two ACK frames was over 8ms in this 

example. Without carrier sensing, the receiver would go to 

sleep because it can’t successfully detect the start of frame 

within the predefined period. Fi. 10 (b) shows the snapshot of a 

complete slotframe for Node 1 which is the bottleneck of the 

system. According to the measured current of Node 1, we can 

see that it received 6 packets in three groups from Nodes 2 to 4 

and then transmitted 8 continuous packets as expected. We then 

conclude that the burst transmission feature works correctly. In 

addition, Fig. 10 (b) also shows that the current of Node 1 

varies with its activities. 

TABLE III 
LOCATIONS OF ALL NODES 

Node Latitude Longitude 

0 23.9555797 120.9273119 
1 23.9569218 120.9270910 

2 23.9569105 120.9261881 
3 23.9569151 120.9261911 
4 23.9569158 120.9261724 

5 23.9567640 120.9272013 

TABLE IV 

MEASURED RSSI FOR EACH LINKS. 

Link Distance (m) RSSI (dBm) 

Node 0Node 1 150 -88 

Node 1Node2 91 -65 

Node 1Node 3 93 -66 

Node 1Node 4 91 -67 

Node 0Node 5 132 -73 

 
Fig. 13. Real data in the database for 3-axis of Node 1 (left top, right top, left 

bottom) and temperature of Node 5 (right bottom). 

 
Fig. 11. Photo of the PCBA. 

 
Fig. 12. Actual deployment of sensor nodes. 
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B. Field test  

The prototype sensor node is finished as shown in Fig. 11 

which clearly reveals the four major chips: the 3-axis 

accelerometer, an RF SoC, a PA plus LNA, and a power 

converter. The dimension of the printed circuit board assembly 

(PCBA) is 3.3cm by 4cm. The size can be made smaller if we 

replace the two pin headers with other small form factor types. 

Our field test data showed that the transmission range is over 

600 meters when the antenna height is about 1 meter above the 

ground. 

 As shown in Fig. 12, we can see how these nodes were 

deployed. Nodes 2, 3, and 4 were placed on the ground of a 

slope. Node 0 was located at the Technology Building 1 in the 

campus of National Chi Nan University. Nodes 1 and 5 can 

directly connect to Node 0, while Nodes 2, 3, and 4 connected 

to Node 1. Node 0 acts as the coordinator which broadcasts the 

time stamp for network synchronization to form a TSCH 

network. It also connects to a Raspberry Pi by the UART 

interface to form a gateway. Node 5, used to monitor the 

ambient temperature, is added to verify the capability of 

forming a heterogeneous network. The GPS locations of all 

nodes and measured RSSI values are listed in Table III and 

Table IV, respectively. Compared to the typical receiver 

sensitivity of -90dBm, there is a lot of margins. 

All sensed data are stored in the database. We have a simple 

command to download the historical data through the web 

server. Fig. 13 shows the 3-axis data of Node 1 and the 

temperature of Node 5 for 12 hours. We can see that the 3-axis 

data are pretty stable. The maximum variation to the mean 

value is much smaller than 0.02G. Under the configuration of 

200Hz sampling rate, there are 48,000 samples per minutes 

delivered to the database. Because of space limitation, only the 

data of Node 1 are plotted in Fig. 13. Because Node 1 is placed 

on a flat ground plane, it is easier to verify if the sensed data is 

corrected or not. The amount of data from Node 5 is much 

smaller because the data rate is one sample per 10 minutes. We 

also have verified that the uploading process works well when 

the connection of web server is replaced by the campus WiFi 

instead of Ethernet. 

The most important requirement of a low-rate node is how 

low the average current consumption is. If a node can be 

powered by a battery only, the cost and volume can be 

significantly reduced for mass deployment. In the sleep mode, 

the node only consumes about 1μA current. Fig. 14(a) shows 

the current consumption of Node 5 in a transmission timeslot. 

After the node wakes up, it processes the packet and waits for 

2120μS during which it consumes about 15mA. During 

transmitting, it consumes about 213mA for about 1.12ms. For 

the last 830μs period, it consumes about 40mA for receiving the 

ACK packet and processing. When all tasks are finished, it goes 

back to the sleep mode. Fig. 14(b) shows the current 

consumption of Node 5 in a synchronization timeslot during 

which Node 5 only has to receive a synchronization packet. 

Given that the sensing period is Td slotframes and the 

synchronization period Tp is 142 slotframes, the average current 

consumption, denoted by Iave, can be calculated by 

/ * (1120*15 2440* 40) (2120*15 1120* 213 830* 40)

140*

1  A.

ave

d p

d

I

T T

T





   



   (7) 

Table V shows the average current estimated life time for 

different sensing period when the battery capacity is 1000mAh. 

We can see that the lift time increases with the sensing period 

Td. However, as the sensing period increases, the energy 

consumed by receiving the synchronization packets dominates. 

As mentioned before, the synchronization period Td can be 

relaxed a lot by employing the proposed EFB scheme, the 

lifetime can be further improved. One drawback of long 

sensing period might be the long response time for emergency 

events. In this case, a sensor node can also be waked up by an 

external interrupt for emergency tasks. It can also use timeslot 1 

to deliver the warning message. To avoid possible collision 

with other scheduled transmissions, carrier sensing should be 

performed before transmission. We believe that the design can  

meet most applications. 

TABLE V 

ESTIMATED LIFE FOR A BATTERY OF 1000MAH. 

Sensing period Td 

Slotframes (seconds) 
Average current (uA) 

Battery life 

(years) 

71 (9.94) 37.3 3.1 

142 (19.88) 22.0 5.2 

710 (99.4) 9.8 11.6 

1420 (198.8) 8.3 13.8 

4260 (596.4) 7.3 15.7 

8520 (1192.8) 7.0 16.3 

 

 
(a) In a transmission timeslot 

 
(b) In a synchronization timeslot 

Fig. 14. Current consumption of Node 5  
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V. CONCLUSIONS 

This paper proposed a complete design of WSN-based IoT 

system for wide area and heterogeneous applications. The 

timing error can be well controlled by the proposed EFB 

scheme. It allows us to relax the synchronization period for 

further reducing the wasted energy in battery-powered sensor 

nodes. The burst transmission feature can significantly increase 

the protocol efficiency of TSCH. With higher throughput, the 

WSN can accommodate more high-rate sensor nodes. 

Experiment results showed that we have successfully 

implemented the proposed features and created a reliable 

connection to the database on the Internet. After the physical 

world system is well constructed for things, we believe that it 

will be the basis to the success of UC-SDIoT which allowing 

end users to build their own IoT systems with things from 

various vendors. 

To complete the proposed UC-SDIoT system, we currently 

focus on the software architecture design based on the concept 

of agent-based middleware approaches [12-14]. All these 

software modules, including middleware, application programs, 

and the user interface will be implemented in the web server in 

Fig. 2. This approach is cross-platform and easy to integrate 

existing open source packages.  In the future, we also plan to 

extend the proposed TSCH software to ad hoc networks for 

vehicular or robotic applications, where a network management 

protocol [24-25] should be developed to dynamically adjust 

node transmission schedules.   
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